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Dear Agency Administrator:


Welcome to the Law Enforcement Automated Data System (LEADS). LEADS serves as the computerized communication network for Ohio’s criminal justice communities. LEADS is used by law enforcement agencies, courts, clerks, prosecutors, corrections, and probation across the state to apprehend fugitives, locate missing persons, recover stolen property, validate driver and vehicle information, access criminal history information, and more. The system assists law enforcement officers in performing their duties more safely and provides information necessary to protect the public. 

LEADS is Ohio’s gateway to the Federal Bureau of Investigation’s (FBI) Criminal Justice Information Services (CJIS) and International Justice and Public Safety Network (Nlets) systems. FBI CJIS systems include the National Crime Information Center (NCIC), National Instant Criminal Background Check System (NICS), National Data Exchange (N-DEx), Next Generation Identification (NGI) and Interstate Identification Index (III). The Nlets system links every state, local and federal law enforcement, justice and public safety agency for the purposes of sharing and exchanging critical information.

Under Ohio Revised Code Section (R.C.) 5503.10, the Superintendent of the Highway Patrol is responsible to administer the LEADS and promulgate the administrative codes used to set the rules for its use. The LEADS section provides training, assistance, and leadership to Ohio criminal justice agencies in support of system operation and integrity. LEADS monitors and assists agencies in updating files to ensure complete, accurate, and current information is available.

Agency administrators are responsible for compliance with Ohio Administrative Code (O.A.C.) Chapter 4501:2-10, which governs LEADS access and use. The LEADS Administrator Training provides an overview of the agency’s responsibilities.
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	The agency administrator is responsible for all LEADS operations conducted by the agency. Each agency administrator shall appoint an Agency Coordinator (AC) and Local Agency Security Officer (LASO). The AC serves as the point-of-contact at the agency for matters relating to LEADS access. The LASO serves as the primary information security contact at the agency. An agency administrator can also assign assistant ACs (AAC) as necessary to assist with AC responsibilities.
The agency administrator is responsible for ensuring the AC, LASO, certified operators, and practitioners (non-LEADS certified operators) are prepared and capable of performing their job duties. Departmental policies must align with LEADS policies on critical system issues such as audits, training, validations, information system security, hit confirmations, and other requirements established by LEADS.
The agency administrator is to verify identification, a state of residency and national fingerprint-based record checks shall be conducted prior to granting access to CJI for all personnel who have unescorted access to unencrypted CJI or unescorted access to physically secure locations or controlled areas (during times of CJI processing) pursuant to CJIS Security Policy 5.12.1, and provide the date completed upon request.
All agencies participating in LEADS must complete the appropriate LEADS participation agreement.

	AUDIT

	Each agency shall submit to periodic and triennial audits conducted by the LEADS staff. The agency administrator must make every effort to be available to the auditor for an exit interview. Refer to O.A.C. 4501:2-10-07 LEADS Audits for additional information.
LEADS audit results are discussed during the exit interview. The completed audit report will be saved on the CJIS Launchpad within two weeks of the audit. ACs can access the Compliance Report through the CJIS Audit application. MDT ONLY agencies that do not have access to the CJIS Audit application will receive an email containing the Compliance Report.
When audit findings require agency follow up, the agency’s response must document actions taken to correct any noted deficiencies.

	TRAINING

	All agency administrators must complete certified operator or practitioner training. The AC, LASO, certified operators, and practitioners must receive appropriate training for their job duties. 
Certified operators and practitioners must understand what constitutes appropriate/inappropriate use and dissemination of information obtained from LEADS.
The following list contains training resources available to LEADS users:
LEADS Administrative Rules 
LEADS Manual
LEADING Newsletters
LEADS Validation Procedure Manual
 LEADS TAC In-Service Training
CJIS Security Policy 
CJIS Online Training Guide
NCIC Manual 
NCIC Code Manual
 NLETS Manual 
NDEX Manual 
NICS Manual
BCI Manual


	LEADS training must be documented for auditing purposes.
Required training is listed in the LEADS Manual - Introduction.



	NATIONAL INSTANT BACKGROUND CHECK SYSTEM (NICS)

	The creation of the NICS system was mandated by the Brady Handgun Violence Prevention Act of 1993. The NICS system was officially launched by the FBI in November of 1998. The mission of NICS is to enhance national security and public safety by providing the timely and accurate determination of a person’s eligibility to possess firearms and/or explosives in accordance with federal law.
Sheriffs are required by Ohio law (R.C. 311.41) to conduct NICS checks to verify concealed handgun license applicants are eligible to lawfully possess a firearm. The NICS check is completed through the LEADS system. 
NICS access is also available to law enforcement for the purposes of disposing of a firearm to a potential transferee. Conducting a NICS check for the disposition of a firearm is not federally mandated, but it is strongly encouraged to ensure the transferee is eligible to possess firearms in accordance with federal and state law.
Ohio criminal justice agencies contribute to NICS by making entries in the NCIC Warrant and Protection Order Files. O.A.C. 4501:2-10-03(C)(11) requires agencies participating in LEADS to enter protection orders and warrants, which meet state or federal firearm prohibition criteria, within 72 hours of receipt.

	VALIDATION

	All entries into the LEADS and NCIC files shall be reviewed and documented by a second person within the agency to verify the data entered matches the source document(s). The purpose of this check is to ensure the accuracy and completeness of the record.
Validation is a formal procedure used by LEADS and NCIC to help maintain the integrity of the system. When records entered into a LEADS or NCIC file are due for validation, the agency reviews the record to ensure it contains all available information, all information contained is accurate, and the original report or warrant in the record is still outstanding or current. Each record must be validated within 60-90 days after entry and annually thereafter. Failure to properly validate entered records can cause wrongful apprehension or detention, which can result in agency liability. Refer to O.A.C. 4501:2-10-05 Validations for additional information.

	SECURITY

	Messages and/or throughput of any kind accessed through LEADS shall be restricted to the use of duly authorized law enforcement and/or criminal justice agencies for the administration of criminal justice.
LEADS developed a security policy to implement appropriate security measures to protect LEADS data, systems, and agencies. This policy is issued in conjunction with the FBI CJIS Security Policy to include Ohio specific requirements. User agencies must comply with all requirements specified in the CJIS Security Policy. Noncompliance is sanctionable effective immediately except where a different deadline has been indicated for a particular requirement.
Security and Privacy Training and Testing shall be required for all personnel who have access to criminal justice information within six months of initial assignment and annually thereafter.
LEADS Security personnel are available to review and provide guidance on security issues as they pertain to LEADS. For assistance contact leadssecurity@dps.ohio.gov.

	HIT CONFIRMATION

	The Hit Confirmation Form is a standardized transaction used to assist recovering agencies in verifying records and determining the disposition of the person or property. LEADS and NCIC Policy requires the entering agency respond to requests for hit confirmation within 10 minutes or one hour (as determined by the requesting agency) of receiving the request. This hit confirmation policy helps to ensure locating agencies receive a prompt response to their request and verifies the record is still valid.
The originating agency must be available 24- hours a day to confirm its record entries to comply with hit confirmation requirements. Non 24-hour agencies must sign a Holder of the Record agreement with a 24-hour agency delineating the responsibility for hit confirmation. Originating agencies that are not available on a 24-hour basis must place instructions for after-hour hit confirmation (e.g. a 24-hour contact telephone number or an Originating Agency Identifier (ORI) in the Miscellaneous Field).

	SANCTIONS

	Violations of O.A.C. 4501:2-10, CJIS Security Policy, LEADS Manual, NCIC Manual, and other established requirements can result in denial of access to LEADS. LEADS has established a progressive sanction process to enforce requirements for the purpose of protecting officers, agencies, and the public.
The sanction process is defined in O.A.C. 4501:2-10-11. This process is followed for system access, information dissemination, audits, validations, quality control, and technical security violations.



	
	

	

	

	This concludes the required LEADS Administrator Training. Please contact the LEADS Administration Office at (614) 466-2754 with any questions on administrator responsibilities or training.

Complete the fields below and submit to LEADS by fax at (614) 995-1230, or email leadsadmin@dps.ohio.gov.


I certify receipt and understanding of the LEADS Administrator Training. I agree to do my due diligence to ensure compliance with the O.A.C. Chapter 4501:2-10, LEADS Manual, NCIC Manual, and CJIS Security Policy.

	

	AGENCY NAME
     

	AGENCY ORI
     

	ADMINISTRATOR E-MAIL
     

	ADMINISTRATOR NAME
     
	ADMINISTRATOR TITLE
     

	ADMINISTRATOR FINGERPRINT DATE
     

	ADMINISTRATOR SIGNATURE
X
	DATE
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